Risk BM-RSK-03

A backup cannot be restored

Owner Tomas Achebe

Proposed by Priya Venkataram (administrator), 18 Sep 2026, 10:02 UTC
Approved by Tomas Achebe (reviewer), 18 Sep 2026, 10:25 UTC
Automatic check Passed: the rule checks and the Al review found no issue

After data loss or corruption the latest backup turns out to be incomplete or too slow to restore, and
customers lose data or wait days.

Likelihood Unlikely
Impact Severe
Treatment Mitigate
Subjects BM-AST-02
Treated by

BM-CTL-07 Backups and restore tests
BM-CTL-11 Encrypting customer data

Corrective actions
BM-REM-01 Restore test after the backup finding

Log entry 137 of Verification/events.jsonl
Entry hash (SHA-256) 5¢fa0169061f2a6¢c328acd9869a18785b852334cdda4c8048518d78deb5e926¢

Brightwater Metrics (sample), audit package 340E-8865-E3ED, BM-RSK-03 Sample package, synthetic data. Page 1 of 1


../Assets/BM-AST-02%20Customer%20data%20warehouse.pdf
../Controls/BM-CTL-07%20Backups%20and%20restore%20tests.pdf
../Controls/BM-CTL-11%20Encrypting%20customer%20data.pdf
../Corrective%20actions/BM-REM-01%20Restore%20test%20after%20the%20backup%20finding.pdf

